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Goldilocks information security
How to secure information in terms of the regulations without
doing too much or not enough – information security that’s just
right
This is a short and clear overview of the most important
points of our Information Security Law Regulation
Programme, which helps organisations strive towards
compliance with information security regulations. It is meant
for you if you are a director, manager or other executive:
•
•
•

responsible for managing your business
with the authority to make decisions about that
business
and the power to put those decisions into action

Information has value (Module 1)
Information is worth something to you and your customers.
But, criminals also want to get their hands on it. In the same way that you protect your equipment and
other valuable company assets against theft, you need to protect the personal data in your care against
unauthorised access. It makes business sense, and more importantly – the law demands it.
We go through several case studies from around the world to see how different kinds of organisations
have approached complying with information security laws and what we can learn from them.
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Data protection laws require information
security (Module 2)
Data protection laws (such as the GDPR in Europe, DPA
in the UK or POPIA in South Africa) generally require you
to take appropriate technical and organisational
measures to secure the personal data in your care
against unauthorised access, such as data breaches,
leaks or other incidents.
Technical measures are about things. They include
physical safeguards (such as video surveillance,
records management and access control) and digital
safeguards (such as encryption, firewalls, and password protection). These are simple problems that you
can solve by spending enough money on them. They don’t require buy-in from most your staff and mainly
need your IT personnel to participate. Most organisations have good technical informational security as a
result.
Organisational measures are about people. They include operational safeguards (such as training,
monitoring, and procedures) and administrative safeguards (such as planning, documentation, and
assurances). These are complex problems that you cannot solve just by spending money on them. They
require buy-in from lots of people in your organisation. Most organisations have poor operational
informational security as a result.
We’ll also discuss other codes, rules, and standards that
require information security, including:
•
•

the information security provisions of the King Report and
King Code on Corporate Governance (King III and King
IV™)
and widely accepted information security standards, such
as ISO/IEC 27001:2005, COBIT 5 read with ITIL and
NIST

The art and science of information security law
compliance (Module 3)
The technical and organisational measures that you take need to be appropriate to:
•
•
•

the existing and prospective risks to the personal data in your care
the most recent level of development of technology at a particular time
and the costs of creating, checking, and updating safeguards for those risks in terms of money,
time, and labour

Balancing the risks against the costs is an art where you need:
•
•

the ability to assess the risks
and the skill to budget for the costs of mitigating them

You must start by implementing ‘quick wins’ – the cheapest safeguards that protect against the most
catastrophic risks, such as encryption. Then, you should prioritise the more expensive safeguards against
the gravest risks. You should then implement cheaper safeguards for negligible risks if you can and deprioritise expensive safeguards for negligible risks.
Choosing the right technology is more of a science where you need to consider prevailing information
security practices and procedures that apply to you generally, to your industry specifically, or in terms of
your professional rules and regulations.
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You need to take the following steps to comply with information security laws:
•
•
•
•
•

identify risks – identify all risks to the information
identify safeguards – identify physical, digital, operational, and administrative safeguards that
reasonably address those risks, also considering any inherent characteristics of the personal data
that make it riskier
create safeguards – actually create the safeguards for those risks
verify safeguards – check that those safeguards are working
update safeguards – update those safeguards for any new risks

However, even after you’ve taken these steps – your organisation will still likely suffer a data breach, leak,
or other incident at some point. The question is whether you’re ready to respond to it quickly,
comprehensively, and effectively.

Incident response readiness (Module 4)
Data protection laws generally require you to:
•
•
•
•
•

report any data breach to the authorities and the people whose personal data was exposed in the
breach
investigate the facts of the breach yourself
cooperate with the authorities in their investigation of your organisation
document the effects of the breach
take remedial action to mitigate the effects of the breach

You need to do so as soon as reasonably possible in the circumstances (some authorities require you
to report the breach within 72 hours). The authorities also typically have wide powers of search and
seizure and can often come onto your premises, image your harddrives, and interrogate your staff to get
to investigate the data breach – which can put your business into shock and prevent you from carrying
out the activities that make you money.
So, your response needs to be:
•
•
•

quick – you have no time to lose, the longer you take to act on a data breach the more damage can
be done and the authorities may take exception if you take too long to report it
comprehensive – you have to address all the concerns caused by the data breach and will likely
have to respond to your customers, the media, and the authorities (if you respond to the authorities
with sufficient clarity, they may decide not to investigate your organisation)
effective – you must respond appropriately to the breach depending on its severity and successfully
deal with the consequences

Next steps
Now that you’ve read a summary of our Information Security Compliance Programme, you need to decide
how you’re going to protect your information and information
systems from unauthorised access in terms of the regulations.
If you sign your information security team up for our Information
Security Regulation Programme happening during February
2019, they’ll be able to:
•
•

participate in live webinars – attend a one hour live
webinar each week, ask their questions, and have them
answered in real-time
review course notes – read the course notes from the
webinar in the private members area of our website
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•
•
•
•

use private forum – ask information security compliance related questions on our private forum
watch video recordings – watch video recordings of each webinar any time after they’ve happened
get a completion certificate – at the end of the course, we’ll send them a completion certificate on
request to show that they’ve finished it
download document templates – download generic information security related documents for
your entire organisation to use

The document templates that you get include:
•
•
•

our Information Security Action Items – a set of checklists that turn the complex information security
compliance landscape into simple lists of things that you need to do
an Information Security Policy – your plan of action when it comes to protecting information and
information systems from unauthorized access by connecting the things you buy to secure your
information and the people you pay to handle it
and an Incident Response Policy – your written plan that prepares your organisation to respond to a
data breach, leak, or other incident properly

This course gives your organisation a boost when it comes to complying with information security laws,
because it has the following features:
•
•
•
•
•
•

•

interactive presentations – members enjoy webinars from the comfort of their own devices,
participate in polls, and have their questions answered
online content – simple content available directly
through an Internet browser
short duration – only four modules over four weeks
self-paced – lets members go back over content
and learn at their own pace
curated tools – the best tools from our larger library
of document templates
provable participation – gives you something to
show the relevant authorities that you’ve thought
about this issue thoroughly and prepared your
information security team appropriately
ongoing access – the content is accessible through
the members area of our website indefinitely, long after the webinars have finished

The programme contains our products and services worth more than R50 000. We’re offering it to you for
R12,000.00 incl. VAT for any number of people from the same organisation. If you registered for the free
webinar and sign up before the date specified there, we may even offer you a discount!
Ready to sign up? Enquire now and we’ll contact you to get you on board.

About the author and facilitator
This executive summary was prepared by David Luyt, an associate at
Michalsons with eight years’ experience in information law. He is the
facilitator of our Information Security Law Regulation Programme.
David believes that less is more when it comes to the law. He works as an
information lawyer because he enjoys simplifying complex ideas into
practical insights. He facilitates interactive workshops, drafts beautiful
documents, and writes succinct opinions so that corporates, SMEs, and
entrepreneurs alike can use the law in an accessible and meaningful way to accelerate their business.
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