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IOD DISCLAIMER

This Corporate Governance Update is not intended as legal or professional advice and has been
prepared as a summary and opinion on general principles of law or other common practice and is
published for general information purposes. Only specific professional advice should be relied upon as
what is herein contained may not be appropriate in particular circumstances. This is not a substitute for
legal or other professional advice.

INSTITUTE OF

DIRECTORS

INFORMATION SECURITY

BEST PRACTICE GUIDE FOR SOUTH AFRICAN DIRECTORS

What is the purpose of this guide?

The primary purpose of this guide is:

 To serve as a guide to the board of
directors and senior management of
organisations who are either subject to, or
embrace the provisions of, the King II
report on corporate governance.

 To serve as a benchmark in order to
measure the extent to which organisations
are likely to be successful in deploying
their information security strategy.

 To raise the level of awareness of the
importance of information security to an
organisation’s profitability and well-being,
if not its necessity for sustained business
operations.

Who should read this guide?

This guide is aimed at:

 The board of directors and senior
management who have a duty to protect
the organisation’s tangible and intangible
assets, and implement appropriate
protective and reactive measures.

 Chief information security officers
responsible for the development and
implementation of the organisation’s
information security strategy.

 Chief information officers, and chief
information technology officers,
responsible for the implementation of
information security related measures.

 The legal department, who have a duty to
understand the business and legal

considerations in designing and
implementing the information security
strategy.

 Human resource personnel responsible for
ensuring change management processes,
information security awareness and
training, and information security skills
development.

 Public relations personnel responsible for
handling publicised information security
incidents.

 Internal audit departments and other
independent assurance providers,
responsible for providing information
regarding risk and compliance levels to
best practice.

What is information security?

The term “information security” is defined by
one of the long-standing information security
standards, BS7799-1:1991, as having three
components as follows:

 confidentiality: ensuring that information
is accessible only to those authorised to
have access;

 integrity: safeguarding the accuracy and
completeness of information and
processing methods; and

 availability: ensuring that authorised users
have access to information and associated
assets when required.

Information security deals with the protection
of information in its electronic and paper-based
forms as it progresses through the information
lifecycle for capture, processing, use, storage,
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and destruction. For this reason, information
security has to address people, process and
technology related dimensions in order to be
truly effective.

Why be concerned with information
security?

Enabling the business strategy: Increasingly,
information security is a vital element in
creating and sustaining trust between
organisations and their business partners,
customers and employees. This means that a
strong alignment between business, technology
and information security strategies is required.
Organisations are no longer mere technology
users, they have become technology dependent

Sustaining normal business operations: As
information becomes increasingly valuable it
becomes a greater target for theft, fraud and
attack. Even inadvertent and accidental events
that damage information systems may render
key business processes unavailable, and
important business information lost or corrupt.

Managing risk: Improved risk management
not only contributes to improved governance
and executive decision-making ability, it also
allows organisations to leverage risk and thus
be more competitive in exploring new business
opportunities. The management of information
security risk is a key aspect towards achieving
this.

Avoiding unnecessary costs: Poor information
security typically results in business and IT
process inefficiencies, lost productivity and
poor customer service. Publicised information
security incidents often result in poor publicity
and the need for significantmarketing and
brand protection expenditure.

Legal liability: Security breaches create a
variety of litigation risks and organisations
may face legal liability in the event of security
breaches.

Meeting compliance requirements: The need
for sound risk processes within business, as
described in the King II report for example,
means that focusing on developing,
implementing and sustaining sound
information security risk management
processes is essential. Directors have a
fiduciary responsibility for implementing
sustainable risk management processes and
meeting corporate governance requirements.

Investing for success: Information security is a
strategic ,business issue, that will fail to realise
any meaningful business value should boards
and senior management not direct the

development and deployment of the
information security strategy.

What are the key considerations
when making information security
decisions?

Information security decisions involve a
number of factors that should be carefully
considered in relation to each other. These are:

 Business value – The contribution of
information security to achieving business
objectives, such as managing the
technology risk of additional revenue
generating channels and routes to market.

 Risk – This encompasses the business
risks that arise with the lack of
information security, such as the risk of
lower market share, and share price due to
publicised security breaches, as well as the
tolerance that your company has to risk,
i.e. the levels of risk that you are willing
or able to live with.

 Compliance requirements – The need for
deploying information security in order to
comply with contractual or regulatory
requirements, such as the Electronic
Communications and Transactions Act,
the Promotion of Access to Information
Act, and the Interception and Monitoring
Act.

 Cost – The cost of designing, deploying
and sustaining information security, such
as the cost of training and retaining skilled
information security resources.

It is important that these considerations are
balanced, enabling timely, focused and well-
directed executive action.

What are the characteristics of a
sound information security agenda?

There are six distinct characteristics to a sound
information security agenda, namely:

 Aligned – The information security
strategy is closely aligned with business
and IT strategies, and enjoys executive
buy-in at the highest levels.

 Holistic – An enterprise-wide approach is
taken that encompasses not just
technology, but human capital and
business processes.

 Continuous – Information security
processes are sustainable.
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 Proactive – Information security risks,
threats and vulnerabilities, and the impact
to the business are anticipated.

 Validated – Critical information security
components are validated using either
independent of self assessment methods.

 Formal – Information security is
appropriately mandated and its level of
success measured.

An effective information security
strategy

Information security strategies are effective
when:

 The business strategic direction drives the
information security strategy, activities
and initiatives, i.e. the business value of
information security is clearly understood.

 Information security related decisions can
be made using formally evaluated risks,
costs and benefits.

 An effective information security
measurement system is in place that:

o Manages information security
using a holistic approach,
addressing the people, process
and technology dimensions of
information security.

o Is able to measure the
effectiveness of the security
strategy , including the extent of
return and value to the business
that is realised, as well as the
information security risk reduced
and managed.

o Benchmarks the extent to which
information security has
improved versus target levels,
compliance requirements and
industry standards.

 No serious non-compliance to baseline
information security standards exist. Such
standards include, at a minimum:

o SABS ISO/IEC17799

o ISO17799

o BS7799

 The business is able to identify and
manage information security risks and
threats proactively.

 All relevant stakeholders understand and
fulfil their information security roles and
responsibilities.

Devising a successful approach to
information security

Strategy: The information security strategy
seeks to attain:

 Alignment with the business and
information technology strategies.

 The identification of specific information
security goals and objectives, including
people, technology and process
requirements.

Key actions:

 Identify and understand the business
strategy and requirements, and linked to
this, the information security strategy and
requirements.

 Identify current information security
posture and maturity across the enterprise,
together with target levels so that a
security improvement roadmap is
identified.

 Understand the important information
assets that require protection, and the key
information security threats to which these
are exposed.

Business benefits: When viewed as a business
issue, information security achieves a number
of business benefits. These benefits range from
additional revenue streams to cost avoidance.

Key actions:

Quantify and take account of the business
benefits that arise as a result of adequate
information security deployment. Examples of
these benefits are:

 Additional market share gained or revenue
earned through improved trust levels
between the business and its customers, or
through the launch of new products or
services where information security is the
enabling factor.

 Business or IT process improvements and
efficiencies using effective security and
control mechanisms.

Cost: This refers to the costs of implementing
and sustaining key security initiatives as well
operating the security organisation on an
ongoing basis.

Key actions:

 Understand the cost of information
security. Examples of these costs are:

o Cost of employing or contracting
in skilled information security
resources.



© Copyright – Institute of Directors in Southern Africa 2006. All rights reserved Page 4

o Costs of training for information
security across the organisation,
including maintaining and
furthering the skills within the
information security office.

o Technology-related costs for
hardware and software.

o Information security project or
programme costs.

o The costs of any insurance
coverage for information
security.

 Understand the costs that arise through a
lack of information security spend.
Examples of these costs are:

o Costs related to business and IT
process degradation and
inefficiencies over time should
information security not be
addressed.

o Costs arising due to poor or
inadequate information security
deployment, for example help
desk costs for changing
passwords where users constantly
forget their passwords.

o Revenue or market share lost due
to inadequate information
security measures, where this is
known through definitive
sources.

Risks and threats: Risks and threats represent
the potential sources for adverse trading
conditions, whether strategic or operational.
For this reason, the information security
strategy focuses on:

 The key information security risks and
threats that the business currently faces, as
well as any emerging risks and threats.

 The primary sources of risk and threat
information.

 The extent to which information security
risk will be leveraged and tolerated within
the business.

 The primary risk detection and reduction
strategies.

Key actions:

 Adopt an information security risk
assessment and threat analysis approach
that aligns with IT and business risk
methods already deployed. Information
security risks that should be assessed are:

o Business-related risks. Examples
include:

 The potential for
revenue loss or market
share decline should
certain information
security measures not be
deployed.

 The potential cost of lost
productivity due to
system downtime.

o The risk of fraud.

o Technology-related security risks
due to poor information security
configuration and technology
management processes.

o People and process-related risks
due to low security awareness
levels, inadequate or lack of
business process controls, as well
as a lack of information security
processes such as incident
management.

o Evaluate risk and threats in terms
of the impact to the business.

o Decide on risk tolerance levels in
order to leverage and accept
certain information security risks.
This requires formal risk
acceptance processes that are
transparent and clearly
communicated.

o Design and deploy risk mitigation
and response strategies.
Examples are:

Risk mitigation strategies:

 Logical and physical access
security strategies.

 Sustainable proactive
vulnerability management
to ensure that critical
systems are secured to
baseline standards at all
times.

 Risk transference through
contracts or insurance.

 Information security policy
and standards development.

Risk response strategies:

 Incident handling
processes, including media
handling and public
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relations, system and
business process recovery
processes, and forensics
investigations.

 Tested business continuity
and disaster recovery plans.

 Disciplinary processes for
instances of non-
compliance to
organisational security
policies and standards.

Compliance: In an increasingly regulated
environment, and the need for improved
corporate governance in South Africa, the
security strategy identifies:

 Key information security compliance
requirements in terms of applicable law,
contractual obligations, industry
regulations and information security
baseline standards.

 Target compliance levels.

Key actions:

 Identify the key information security
compliance requirements in terms of
applicable law, contractual obligations,
industry regulations and information
security baseline standards, together with
target compliance levels.

 Develop and implement processes in order
to sustain compliance levels and desired
target levels.

Governance and organisation: The
information governance and organisation
represents the vehicle for achieving success
and encompasses:

 The information security governance
structures and how this links into the
overall organisational governance
structures, including broader risk
management functions and processes.

 The positioning of the information
security officer within the organisation
and its mandate.

Key actions:

 Implement an information security
governance structure that aligns with the
organisations overall governance
structures. This means that business unit
autonomy (in large organisations) should
be accounted for.

 Ensure that the information security office
is appropriately mandated and has access

to all relevant stakeholders, including the
board and senior management.

 Resource and skills requirements:
Information security requires adequate and
appropriately skilled human resources in
order to drive information security
initiatives successfully through the
organisation. These skills are not always
easily attainable. The security strategy
identifies:

o The number of resources
required.

o The levels of skills required in
order to give effect to the overall
information security strategy.

Key actions:

 The information security office should
balance business-orientated skills with
technology-related skills.

 Minimum skills, sourced from within the
organisation or externally, that are
required in order to give effect to the
information security strategy are:

o Business strategy and industry
knowledge.

o Outstanding communication and
relationship building skills.

o Knowledge of the information
security industry, methods, tools
and techniques.

o Change management.

o Technology-related information
security risks.

Buy-in, communication and change
management: This refers to the extent to
which a shift or change is required in
understanding information security concepts or
the contribution of information security to
organisations. Often underestimated or
completely overlooked, the security strategy
identifies:

 The need for, and the plan to effect any
buy-in and change management initiatives.

 A communication plan for effective
communication to all relevant
stakeholders.

Key actions:

 Involve all relevant business and IT
executives. This is critical in order to
ensure alignment with business strategies,
goals and objectives.
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 Effect buy-in and change management
requirements.

 Deploy a communication plan for
effective communication to all relevant
stakeholders.

Time scales: These are the projected time lines
and deadlines for meeting stated goals and
objectives.

Key actions:

 Ensure realistic and feasible time scales
are used in order to effect the security
strategy. These timescales should align
with business and IT plans.

 Define and monitor deadlines and
milestones.

 Key measurement indicators: Key
measures and indicators highlight the
progress and the extent of information
security change effected.

Key actions:

 Deploy information security measurement
mechanisms. These may include:

o Balanced scorecards for
information security.

o Operational security dashboards.

o Security risk dashboards and
scorecards.

o Compliance scorecards.

o Benchmarking analyses.

 Identify sources of assurance for ensuring
that target benchmark and compliance
levels are met.

 Identify measurement cycles.

What directors can do

Identify the symptoms

Typical symptoms appear when there are
information security issues, such as:

 There are a number of actual disruptions
in business or IT operations.

 There are a number of security incidents
being reported.

 The extent of information security
incidents is not known.

 Repeat audit findings.

 The value derived from the budget
assigned to information security is not
clear.

 There are inconsistencies in the
application of information security
measures between different business areas.

 Smaller business areas are not able to
implement the security standards as a
result of budgetary and resource
constraints.

 Different business areas do not agree as to
what the baseline security standards
should be.

 Certain business areas are segregating
themselves from the other business areas
as a result of them not trusting the level of
security within the other business areas.

 Information security is regarded as being
IT’s problem.

 The complete inventory of important
technologies and business systems is not
known or is unclear.

 The complete inventory of connections
into and out of the organisations in unclear
or not known.

 An understanding of the information
security risks and threats is not known or
is unclear.

 Resilience tests indicate that an attacker
would be able to obtain access into key
systems within an unreasonable
timeframe.

 Password cracking tests indicate that users
are choosing weak, easily guessable
passwords.

 Evaluate and identify the root causes.

Identify the root causes:

Typical root causes are:

 There is no security strategy, or the
strategy is not clear.

 The security organisation is not
appropriately mandated.

 The business value of information
security, or the potential for this, is not
being determined and communicated
clearly enough, or not at all.

 The appetite for risk at an executive level
is too high.

 Information security risk analysis is not
being performed, or it is being performed
at either too low a level of detail, or too
generically.

 Those responsible for information security
are not appropriately skilled.
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 The security governance structures are not
effective and require re-alignment.

 The communication around information
security issues is poor or non-existent.

 The measurement processes for measuring
and monitoring information security at
strategic and operational levels are poor or
non-existent.

 There are no, or inadequate, information
security policies, standards and procedures
defined.

 Information security policies, standards
and procedures are not communicated or
not enforced consistently.

 Information security is addressed through
the implementation of technology
solutions, without due consideration to
people and process dimensions.

Take corrective action:

The executive action will depend on the
specific issues that face the organisation. The
following principles should be adhered to:

 Ensure that deadlines and expectations
imposed are realistic, given resource and
budgetary constraints.

 Consider the need for buy-in,
communication and change management
that may be required in order to fast track
information security initiatives, or the role
that these may play in ensuring success.

 Maintain an holistic, business and
strategic focus.

 Insist on sound information security
solution needs analyses and designs, rather
than quick implementations that address
short term needs only.

 Measure progress and success in
meaningful and effective terms. Consider
obtaining independent assurance in this
regard.

 Provide ongoing and visible executive
support and active involvement
throughout.

Directors are ultimately responsible for sound
risk management and governance processes,
and thus information security within their
organisations.

However, in addition to being an effective risk
management component, information security
plays an increasingly vital role in both
enabling and sustaining business operations.
For this reason, it is crucial that information

security is approach holistically, and is
addressed at both strategic and operational
levels.
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Where to find other information

 BS7799

 ISO17799

 SABS ISO/IEC17799

 The ISF (Information Security Forum)
Statement of Good Practice

 CobIT: Control Objectives for Information
Technology

 CobIT: Security Baseline

Glossary of terms

 Chief information security office: the
business area or division that reports to the
chief information security officer.

 Chief information security officer: The
individual who has primary responsibility
for devising and implementing the security
strategy.

 Information security breach: - refers to
the unauthorised access to information
systems, or non-compliance with stated
organisation security policies or standards.

 Information security incident: - refers to
any incident that impacts on the
confidentiality, integrity or availability of
information.

 Resilience tests: - the ability of an
organisation to thwart an attack, both form
internal and external sources.


